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Aims:
Milverton school wishes to allow children the opportunity to experience the vast enrichment  information technology can bring to their lives. This policy will outline how we are able to ensure this enrichment takes place under safe and responsible guidelines for staff, children and families to adopt. 

The school views preparing children for safe and responsible use of information technology as a very high priority and maintains standards in line with the 360 safe accreditation.

Our E-Safety Policy has been written by the school, building on the current Warwickshire ICT Development Service E‑Safety Policy and government guidance.  It has been agreed by the school's senior management and approved by the governors.  

Our E-Safety Policy will be reviewed annually – most recent review: February 2016. It has been updated to include references to staff social media inputs.
Information and Communications Technology covers a wide range of resources including; web-based and mobile learning.  It is also important to recognise the constant and fast paced evolution of ICT within our society as a whole.  Currently the internet technologies children and young people are using both inside and outside of the school include:

· Websites
· Learning Platforms and Virtual Learning Environments (such as Purple Mash)
· E-mail and Instant Messaging
· Chat Rooms and Social Networking 
· Image and video sharing websites
· Blogs and Wikis

· Podcasting

· Video Broadcasting

· Music Downloading

· Gaming

· Mobile/ Smart phones with text, video and/ or web functionality

· Other mobile devices with web functionality

Encouraging children and young people to develop safe and responsible online behaviour from a very young age is ultimately the best defence for keeping them safe online.
Teaching and learning
The Internet is an essential element in 21st century life for education, business and social interaction. The school has a duty to provide students with quality Internet access as part of their learning experience. 

Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils.

The school Internet access will be designed expressly for pupil use and will include filtering appropriate to the age of pupils. 
Pupils will be taught about acceptable behaviour and what is not, as well as being given clear objectives for Internet use. 
Children are taught about e-safety as part of the computing curriculum.   

Internet access will be planned to enrich and extend learning activities. Access levels will be reviewed to reflect the curriculum requirements and age of pupils.

If staff or pupils discover unsuitable sites, the URL (address), time, date and content must be reported to Warwickshire ICT Development Service, and the Head teacher.
Schools should ensure that the use of Internet derived materials by staff and by pupils complies with copyright law. Full guidance can be found on: http://www.copyrightandschools.org/ 
Process for dealing with internet misuse
Incidents where staff or children choose to access inappropriate material, or break other terms of the ICT agreement or acceptable use policy, will be taken very seriously and dealt with in line with the school’s behaviour policy, E-Safety Reporting Process and staff discipline procedures. This may include incidents that take place outside of school, but have an impact within the school community.
Reports of misuse inside or outside of school will be reported to parents and the school will support the family in re-educating children in safe practice.
Managing Internet Access
The security of the school information systems will be reviewed regularly, and background security services are reviewed and updated on an ongoing basis by the Local Authority. 
Virus protection is installed and updated regularly.
The school uses the PSN Virgin Media Broadband Service supplied though Warwickshire Education Services, with its associated firewall and filters.
The school provides an addition level of protection through its deployment of Policy Central Enterprise in partnership with Warwickshire ICT Development Service.
E-mail 
Pupils may only use approved e-mail accounts, currently accessible through the school learning platform. These email accounts can be monitored by the class teacher.
Pupils must immediately tell a teacher if they receive an offensive e-mail.
Pupils must not reveal personal details of themselves or others in e-mail communication, or arrange to meet anyone without specific permission.
E-mails sent to an external organisation, whether written by staff or pupils, should be written carefully and, in the case of children, authorised before sending, in the same way as a letter written on school headed paper. 
Published content and the school web site

The contact details on the school website should be the school address, e-mail and telephone number. Staff or pupils’ personal information will not be published. 

The Head Teacher will take overall editorial responsibility and ensure that content is accurate and appropriate. 

Photographs that include pupils will be selected carefully and will not enable individual pupils to be identified by name. 
Pupils’ full names will not be used anywhere on the website.
Social networking and personal publishing

Social networking sites and newsgroups will be blocked for children, unless a specific use is approved by the Head teacher. 
Pupils are advised never to give out personal details of any kind which may identify them or their location.  Examples would include real name, address, mobile or landline phone numbers, school, IM address, e-mail address, names of friends, specific interests and clubs etc.
Managing filtering

The school will work in partnership with the Warwickshire ICT Development Service to ensure filtering systems are as effective as possible.

If staff or pupils discover unsuitable sites, the URL (address), time, date and content must be reported to Warwickshire ICT Development Service, and the Head teacher. For further details, please refer to the Technical Security and Passwords Policy.
Protecting personal data

Where applicable, personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998.
Authorising Internet access

All staff must read and sign the acceptable ICT use agreement, ‘E-Safety Agreement Form for School Staff’, before using any school ICT resource.

At Key Stage 1, access to the Internet will be by adult demonstration with directly supervised access to specific, approved online materials.

When a child moves into Year 3 children and parents will be asked to sign and return a form agreeing to follow the ‘rules for responsible ICT use’. 
Assessing risks
In common with other media such as magazines, books and video, some material available via the Internet is unsuitable for pupils. The school will take all reasonable precautions to ensure that users access only appropriate material. However, due to the international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer.  The school will be guided by to Warwickshire ICT Development Service to provide the best filtering and monitoring that is available 
The Head Teacher will ensure that this e-Safety Policy is implemented and compliance with the policy monitored. 

Handling e-safety complaints 
Complaints of Internet misuse will be dealt with by a senior member of staff.
Any complaint about staff misuse must be referred to the Head Teacher.

Complaints relating to child protection must be dealt with in accordance with school child protection procedures, as outlined in the child protection policy. 
Introducing the e-safety policy to pupils

Rules for Responsible ICT Use will be posted in all networked rooms. 

Pupils will be informed that Internet use will be monitored. 
Pupils sign to accept the school acceptable use guidelines from Y3 upwards.
Staff are aware that some pupils may require additional teaching including reminders, prompts and further explanation to reinforce their existing knowledge and understanding of E-Safety issues.  

The integrity and safety of passwords will be explained and managed according to age and appropriate access. More information relating to passwords can be found in the passwords policy.
Parents and the e-safety policy?

As a school we recognise parental interaction plays a central role in children’s behaviour online. We therefore place great emphasis on supporting parent with up to date information on helping families create a safe environment for children to explore the digital world. 

Staff and the e-Safety policy 

All staff will be given the School E-Safety Policy and its importance will be reinforced at appropriate intervals, and specifically for members of staff new to the school. These measures will also be evidenced by the signing of the E-Safety Agreement form for members of staff, which will next be reissued in Autumn 2018. The E-Safety Agreement specifies references to (and agreement with) the Password Policy, Video and Photograph Policy, and Staff/Governor Social Media Policy.
Staff should be aware that Internet traffic can be monitored and traced to the individual user.  Discretion and professional conduct is essential. 

This policy is the responsibility of the school’s E-Safety Co-ordinator

Reviewed by Governing Body 
